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Decision/action requested

It is proposed to endorse this discussion paper.
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Rationale

As specified in TS 33.501 [1], to support the HONTRA procedure, the AMF/SEAF needs to maintain a new indicator (i.e. authentication pending flag) in the UE context.

If the AMF/SEAF acknowledged the request but the AMF/SEAF is not able to initiate the primary authentication towards the UE (e.g. if UE is not reachable), the AMF/SEAF shall set the authentication pending flag in the UE context.
However, the authentication pending flag will introduce new issues in the UE mobility case and multiple registration case.
UE mobility
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How to return the feedback?





The UDM determines to trigger the HONTRA procedure and sends the authentication notification to the serving AMF of UE (i.e. AMF1). The AMF1 may acknowledge the request and set the authentication pending flag if UE is not reachable. And later on, the UE becomes reachable in another PLMN and attaches to a new AMF (i.e. AMF2). In this case, the UE context which contains the authentication pending flag will be transferred from the AMF1 to the AMF2. However, if AMF2 cannot trigger the re-authentication procedure (i.e. based on its own operation authentication policy or the HONTRA procedure is not supported in the PLMN2), how could the AMF2 return the feedback to the UDM? 
Observation 1: In the UE mobility case, the UDM cannot get the latest response from the new serving AMF, which may cause the failure of HONTRA procedure.
Multiple registrations
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How to reset the authentication pending flag?





It is assumed that the UE is multiply registered in two different PLMNs, for example, UE is registered to the AMF1 over 3GPP access and is registered to the AMF2 over the non-3GPP access. 

The UDM determines to trigger the HONTRA procedure and selects the AMF1 to send the notification message. If the UE is unreachable over this access type, the AMF1 may acknowledge the request and set the authentication pending flag. However, it is unclear whether the UDM will select another AMF to trigger the HONTRA procedure or not. If the UDM decides to send the notification message to another AMF (i.e. AMF2) and the re-authentication procedure is successfully performed, how could the AMF1 reset the authentication pending flag? 
Observation 2: In the multiple registration case, the behavior of UDM is unclear, which may cause double authentication issues.
4
Detailed proposal

Proposal 1: Propose to remove the authentication pending flag stored in the AMF. See S3-234101.
Proposal 2: Propose to update the HONTRA procedure to resolve the issues in the case of UE mobility and multiple registration. See S3-234102.
